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1. Application Overview 

This application is designed for experimenting with Conversatonal Generative 
AI using business data. With the Azure OpenAI Service’s ChatCompletion API, 
you can have conversations with AI. Additionally, you can upload documents 
and register external web pages to create answers based on the information 
from those sources.There are various applications for generative AI, such as 
advanced FAQs, summarization, translation, and more. Through this 
application, you can explore what can be achieved using external data. 
Furthermore, by utilizing the hallucination detection feature, you can detect 
“Hallucinations (plausible lies not based on data)” in sentences answered by 
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the Conversational Generative AI. 

 

AI models: 

• Azure Open AI 
– gpt-35-turbo 
– gpt-35-turbo-16k 

• Amazon Bedrock 
– Claude Instant v1 

Reference document chats also utilize the following AI models: 

• Azure Open AI 
– text-embedding-ada-002 (version2) 

2. Login 

First, log in from the login page. 
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2.1. Press the login button when the page is displayed. 

 

2.2. The Sign in page will appear. Press the login button when the page is 
displayed. 
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2.3.Sign in using the account created on the portal. If the Sign in is successful, 
the application page will be displayed. 

 

2.4. You can log out by clicking the button displayed in the lower left corner. 

 

3. Document Management 

This section explains the feature for registering reference documents. By 
setting the content of the registered documents during chat creation, you can 
have the AI generate answers that take the document content into account. 
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You can create both “documents,” which consist of a single information source, 
and “collections,” which combine multiple documents. 

Available File Formats 

The following file formats can be used: 

• Text documents (.txt) 
• PDF files (.pdf) 
• Microsoft Word documents (.docx) 
• Microsoft PowerPoint presentations (.pptx) 
• HTML (.html) 
• Markdown files (.md) 
• CSV files (.csv) 
• Microsoft Excel documents (.xlsx) 

CSV files and Excel documents are limited to specific formats. Specifically, the 
first column should contain the title of each column, and the second column 
onwards should contain data. The operation is not guaranteed for files in other 
formats.However, the main function of this feature is to manually divide the 
text and extract information, and it cannot be used for any other purposes. 

Document Registration 

 
1. Click on ‘Document Management’ in the bottom left corner and navigate to 
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the document management page. 

 

2. The Document Management page will be displayed. 
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3. Click on ‘Add Documents’ to open the upload window. 

 

4. Use the file uploader to upload the document you want to register. 
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5. The selected document will be displayed. 

 You can change the document name if necessary. (If not set, the 
original file name will be used as is.) 

6. Click the ‘Upload File’ button. This will register the document. *Note: At 
the time of registration, the document will be converted into a vector 
format using Embeddings API and registered in that state. The 
document itself will not be saved. 
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7. You can register multiple files at once during the file upload process. 
Please select multiple files in the uploader. 

 

8. By checking ‘create collection,’ you can create a collection at the same 
time as uploading. 

• Give a name to the collection. (You cannot name individual documents.) 
• By checking ‘remove documents after create collection,’ you can create 

a collection only (the original files will be deleted after the collection is 
created). 
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9. This allows you to register multiple documents. 

 

Creating a Document from a URL 

You can create a document from the content of a URL by specifying the URL. 

1. Click the ‘Add Url’ button. 
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2. Specify the URL and, if necessary, give the document a name. (If no 
name is specified, the URL will be used as the name.) 

 

3. Click the ‘Create Document’ button to register the document. 

 

Creating a Collection from Registered Documents 

You can create a collection by selecting registered documents. 

1. Check the checkbox of the document(s) you want to include in the 
collection from the list of displayed documents, and click the ‘Create 
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Collection’ button. 

 

2. The registration window will appear. If necessary, give the collection a 
name. Click the ‘Create Collection’ button to register the collection. 

 

3. The collection will be registered. 
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Document List and Deletion 

You can delete registered documents by clicking the trash can icon. 

 
You can confirm the documents included in a collection by clicking the link 
button on the right of the collection. 

 

Even if a document is deleted, its content will not be lost from the collection 
that includes it. If you delete a document or collection, chats that reference 
them will no longer be able to continue the conversation. However, the chat 
history can still be viewed. 
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4. Creating a New Chat 
1. Click on the ‘Create New Chat’ button at the top of the sidebar. 

 

2. Set the chat name in the text input area. 
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3. If you want to have a chat referencing a document, select the relevant 
document from the dropdown menu. 
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4. Select the language model to generate the response. 

 

The grayed-out models cannot be used. 
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5. Click on the ‘Create’ button. The new chat screen will open. 

 

If the chat references a document, the document name will be displayed 
below the chat name. If it is a collection, a link button to the collection’s detail 
page will be displayed. 

5. Chatting 
1. Click on the chat tab in the sidebar. This will take you to the chat page. 
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2. If there is already a conversation in the chat, the chat history will be 
loaded. If not, you can start a new conversation. 

3. To chat with the AI, enter your question or statement in the text input 
area at the bottom of the chat page. Click the ‘Send’ button to submit 
your input. 
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4. The AI’s response will be displayed. 

 

5. You can continue the chat even after the AI’s response. 

 

6. The icons at the bottom left of the conversation window can be used 
for the following: 
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 The meanings of each icon are as follows: 

• <> icon: Switch between text and markdown display 
• Shield icon: call Hallucination Detection Feature 
• Document icon: Display the reference location of the registered 

document that was used as the basis for the AI’s answer 

 
• Trash button: Delete the last conversation 
7. If you want to delete the chat itself, you can do so by clicking the trash 

button next to the chat title. 
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8. You can change chat settings from the gear icon ‘chat setting’. 

 
8.1. Tokens Budget 
You can adjust the tokens used by the AI model. 
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The following items can be set. 

• history tokens: Maximum token used to reference conversation history 
in chat 

• documents tokens: Maximum token used to refernce documents 
• answer tokens: Maximum token used to generate answer 

Both of them limit the maximum number of tokens that can be used. For 
example, even if you set 1000 for the answer tokens, it does not guarantee an 
output of 1000 tokens. 

6. Hallucination Detection Feature 

The hallucination detection feature can detect Hallucinations (plausible lies 
not based on data) in sentences answered by the Conversational Generative 
AI. 

• If hallucinations are detected, the feature calculates an indicator called 
the hallucination score based on the intensity or amount of 
hallucinations. 

• The closer the hallucination score is to 100, the more likely it is that the 
answers contain lies. (Although the hallucination detection function 
itself may be inadequate or inaccurate). 

• Please use this feature to determine whether or not to confirm facts 
using reliable information sources. 
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How to use 

1. Open the dialog 

When you press the button with the shield icon at the bottom of the answer 
frame you want to detect, the dialog for detecting the hallucination opens. 

 

(* “including a logo for ICL” in the above answer is a hallucination.) 

2. Select a function 

Select one of the three hallucination detection functions on the Hallucination 
tab (cf. within the red frame in the following figure). 

• Each hallucination detection function has different granularity, method, 
and use cases. 

“Majority vote for entire answer” function: 

• Granularity/Method) This function attempts to detect hallucinations 
from the entire answer passage based on a majority vote, and displays 
the hallucination score and the majority vote result. 

– The more unrelated or contradictory the answer passage is to the 
majority opinions, the higher the hallucination score. 

– If it detects hallucinations, it displays the new answer passage 
with the hallucinations removed or mitigated. 

• Use cases) While this function is the fastest, the coarse granularity, so it 
is suitable for situations where you want to… 

– “quickly check for severe hallucinations” 
– “find hallucinations across multiple sentences” 

“Majority vote for key phrases in answer” function: 

• Granularity/Method) This function attempts to detect hallucinations 
from key phrases in each sentence of the answer based on majority 
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votes, and displays the hallucination score and the majority vote results 
for each sentence. 

– The more unrelated or contradictory the answer sentence is to 
the majority opinions, the higher the hallucination score. 

– If it detects hallucinations, it displays each new answer sentence 
with the hallucinations removed or mitigated. 

– The tab shows the overall average of each hallucination score. 
• Use cases) While this function is the slowest, the fine granularity, so it is 

suitable for situations where you want to… 
– “check each sentence for narrow hallucinations” 
– “find hallucinations in key phrases such as person’s names and 

eras” 

“Check answer/docs correspondences” function: 

• This function is only available in chats that refer to documents. 
• Granularity/Method) This function matches the correspondences 

between the answer and the documents on a sentence-by-sentence 
basis, and displays the hallucination score and the existence of 
correspondence for each sentence. 

– The more unrelated or contradictory the answer sentence is to 
the document, the higher the hallucination score. 

– However, removal or mitigation of hallucinations is not 
implemented. 

– The tab shows the overall average of each hallucination score. 
• Use cases) Because this function directly compares with the documents, 

it is suitable for situations where you want to… 
– “check if there are any answer sentences that are not mentioned 

in any of the documents” 
– “find sentences in the documents that correspond to the answer 

sentences” 
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3. Select an option 

Select one of the hallucination detection options from the select box at the 
bottom of the dialog (cf. within the red frame in the following figure). 

• This option sets the type of references to compare with the answer for 
hallucination detection. 

“Use regenerated answers as references” option: 

• A detector uses the another answers obtained by asking the same 
question to the Conversational AI again as the references for 
comparison. 

• This option is only available when using the “Majority vote on entire 
answer” function. 

“Use document chunks as references” option: 

• A detector uses the document chunks that the Conversational AI 
referred to during the chat as references for comparison. 

• This option is only available in chats that refer to documents when using 
the “Majority vote focusing on key phrases” or “Check answer/docs 
correspondences” functions. 

“No references” option: 

• A detector does not use any references, but only it compares only with 
the knowledge held by the Conversational AI. 

• This option is only available when using the “Majority vote focusing on 
key phrases” feature. 

 

4. Start checking 

When the Check button is pressed, the selected hallucination detection 
function is executed, and the hallucination detection result is displayed after 
several tens of seconds (cf. within the red frame in the following figure). 
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• However, the specific processing time varies depending on the selected 
function and the length of the answer. 

• If the previous hallucination detection result is to be overwritten, 
Recheck button will appear instead. 

 

How to read detection results 

Hallucination Score 

The number displayed on the tab and chips at the beginning of each sentence 
are the hallucination scores assigned to the entire answer passage and each 
sentence. 

• Taking a value from 0 to 100, a value closer to 100 indicates a greater 
intensity or amount of hallucinations in the answer. 

• The color of the tab and chips changes according to the hallucination 
scores. Blue corresponds to 0, gray to 50, and red to 100. 

• However, for answers that cannot be detected for hallucinations, such 
as greetings and apologies, the hallucination score remains “--” and the 
tab and chips are displayed in black. 

“Majority vote on entire answer” function 

EXPLANATION is the reason for calculating the hallucination score. The result 
of the majority vote is displayed as the calculation reason. 

MITIGATED ANSWER is the new answer passage after the hallucinations has 
been removed or mitigated. 

• Basically, it is corrected to the opinion agreed upon by the majority. 
• It is not inquired from an external database or the internet, so there is 

no guarantee that the corrected answer is a fact generally accepted. 

CHECKED ANSWER is the answer passage that was the target of the 
hallucination detection. It is a reprint of the answer displayed on the chat 
screen. 
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• If the display area is folded, please press the  button at the end. 

REFERENCE PASSAGES are other answer passages referred to when making 
a majority vote. The results of asking the Conversational AI to re-answer in the 
same context three times are displayed. 

• If the display area is folded, please press the  button at the end. 

 

“Majority vote focusing on key phrases” function 

SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE is the 
hallucination score and calculation reason for each sentence. 

• The result of the majority vote for each key phrase is displayed as the 
calculation reason. 

• If hallucinations are detected, each new sentence with the 
hallucinations removed or mitigated is displayed under “Hallucination 
mitigation”. 
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– Basically, it is corrected to the opinion agreed upon by the 
majority. 

– It is not inquired from an external database or the internet, so 
there is no guarantee that the corrected answer is a fact 
generally accepted. 

REFERENCE PASSAGES are document chunks that are referenced when a 
majority vote is taken on key phrases. 

• It is only displayed if the option “Use document chunks as references” is 
selected. 

• If the display area is folded, please press the  button at the end. 
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(* Answers were given in English with reference to Japanese documents.) 

“Check answer/docs correspondences” function 

SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE is the 
hallucination score and calculation reason for each sentence. 
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• The sentence in the document that had a correspondence with the 
answer sentence and its relationship are displayed as the calculation 
reason. 

REFERENCE PASSAGES are document chunks referred to when checking the 
correspondence. 

• If the display area is folded, please press the  button at the end. 

 

(* Answers were given in English with reference to Japanese documents.) 

7.Phishing URL Detection Feature 

The phishing URL detection feature determines whether the URL in the 
interaction text with the interactive AI is the URL of a site created by a 
malicious attacker to steal information (phishing URL) and presents it. If a 
phishing URLs are detected, exclamation marks (!) are displayed and the URL 
cannot be clicked. You can use interactive AI with highly confidence. 

How to use 

Basic Feature 
1. This feature basically works automatically. When URLs appear during an 

interaction, it determines whether each URL is a phishing URL. 
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2. If the URL is not dangerous, it will be displayed as a link. 

 

3. If the URL have high possibility to phishing URL, an exclamation mark 
will appear next to the URL and you will not be able to click on it. 

 

Correction function for URL judgment result 

If the security of a URL that judged as a phishing URL is confirmed, you can 
correct the judgment result. 1. Click the mark “chat setting” in the upper right 
corner of the window. 
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2. In the “checked URLs” section, select the URL whose safety has been 
verified from UNSAFE URLS. 

 

3. Move it to “SAFE URLS” with the UP button. 
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4. When you click the “Update” button, the URL is registered as a secure 
URL and can be clicked. 

Turn Phishing URL Detection ON or OFF 

You can turn phishing URL detection ON and OFF in chat setting. Click the 
toggle button in the “enable phishing URL check” section to switch. 

• ON state 

 

• OFF state 

 

8. Troubleshooting and FAQ 

If you encounter any problems that you cannot solve, please contact our 
support team. 



34 

  © 2023 Fujitsu Limited 

9. Exiting the Application 

When you are finished using the application, you can exit by closing the web 
browser or the tab running the application. 
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