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1. Application Overview

This application is designed for experimenting with Conversatonal Generative
Al using business data. With the Azure OpenAl Service's ChatCompletion API,
you can have conversations with Al. Additionally, you can upload documents
and register external web pages to create answers based on the information
from those sources.There are various applications for generative Al, such as
advanced FAQs, summarization, translation, and more. Through this
application, you can explore what can be achieved using external data.
Furthermore, by utilizing the hallucination detection feature, you can detect
“Hallucinations (plausible lies not based on data)” in sentences answered by
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the Conversational Generative Al.

CHATS
P sample

| sample please tell me about python o

python_japanese

java

8  Pythonis a high-level, interpreted programming language that was first released in 1991. It is widely
scoutesuite used for web development, scientific computing, data analysis, artificial intelligence, and many other
applications. Python is known for its simplicity. readability. and ease of use, which makes it a popular
choice for beginners and experienced programmers alike, The language has a large and active
community of developers who contribute to its development and share their knowledge through

sample

gpt-4-pure online resources and forums. Python also has a vast library of modules and packages, which makes it
easy to perform complex tasks without having to write code from scratch. Some popular frameworks

gpt-4-from-url and tools built on Python include Django, Flask, NumPy, Pandas, and TensorFlow.

chord_extract

MENU

Document Management Iways be entirely accurate about p

0O Alamntaodaicike (= m

Al models:

«  Azure Open Al

- gpt-35-turbo

- gpt-35-turbo-16k
«  Amazon Bedrock

- Claude Instant v1

Reference document chats also utilize the following Al models:

«  Azure Open Al
- text-embedding-ada-002 (version2)

2. Login

First, log in from the login page.

© 2023 Fuijitsu Limited



2.1. Press the login button when the page is displayed.

€ C @ hiips//chat-gen-ai research.global fugitsu comylogin e» =00 :

Chat with Generative Al

2.2. The Sign in page will appear. Press the login button when the page is
displayed.

€ c aiinnovationhubb2c.b2clogin.com/aiinnovationhubbzc onmicrosoft.com/b2c_1_web3_b2c test/oauth2/v2,0/authorizelclient id=cT25fed2-f267-4669-9bdd-4F143c3e 1185 &scope=openid20profilet2Demail%20cHiine accessiredirect uri=htt.. & 1 % @ M O &

N
Signin

Sign in with your email address
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2.3.Sign in using the account created on the portal. If the Sign in is successful,
the application page will be displayed.

FRp—— Chat with Generative Al

Application Overview

BE Document Management

O okamoto-daisuke (=3

x

2.4. You can log out by clicking the button displayed in the lower left corner.

<« C & chatim-cohdioxpd7uge.azurewebsites.net # @ » 02 ¢

main page

3. Document Management

This section explains the feature for registering reference documents. By
setting the content of the registered documents during chat creation, you can
have the Al generate answers that take the document content into account.

4
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You can create both “"documents,” which consist of a single information source,
and “collections,” which combine multiple documents.

Available File Formats
The following file formats can be used:

+  Text documents (.txt)

- PDF files (.pdf)

+  Microsoft Word documents (.docx)

»  Microsoft PowerPoint presentations (.pptx)
- HTML (html)

+  Markdown files (.md)

«  CSVfiles (.csv)

+  Microsoft Excel documents (.xlsx)

CSV files and Excel documents are limited to specific formats. Specifically, the
first column should contain the title of each column, and the second column
onwards should contain data. The operation is not guaranteed for files in other
formats.However, the main function of this feature is to manually divide the
text and extract information, and it cannot be used for any other purposes.

Document Registration

+ Create New Chat Chat with Generative Al

Application Overview

= e

gpt-d-from-url
Create New Chat Document Mangement

W& Document Management
O ckamoto-dais Y

1. Click on ‘Document Management' in the bottom left corner and navigate to
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the document management page.

€« C @ chatlim-candioxpd7uac.azurewebsites net

main page
+ Create Now Chat

sample-dialog

simple chat

0 okamoto-daisuke &

2. The Document Management page will be displayed.

€« C @ chat-lim-cohdloxpd7uge azurewebsites net/docume

cHaTs
+ Create New Chat

sample-dialog

simple chat

session

MENU
W& Document Management

T e @O &

Document Management

BB AddDocuments ] Add Url
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3. Click on ‘Add Documents' to open the upload window.

Create Document X

You can create documents by uploading files. You can also create a collection by uploading multiple files.

files *

4 Select File

No file selected

create colletion

4. Use the file uploader to upload the document you want to register.

>

generative-ai-demo-windows

x +

v

c @ bst-d914eeda-c1d5-4c1b-a661-5¢524d6a04bb bastion.azure.com/#/client/Z2VuZXIhdGI2ZS 1haSTkZW1vLXdpbmRvd3MAYwWBiaWZyb3N0?.. [ 12 ## @ M

5 > ThaPC » Documents

3 sample
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5. The selected document will be displayed.

Create Document b4

You can create documents by uploading files. You can also create a collection by uploading multiple files.

files *
[ 1 Select File ]
selected value
(/AE5]] CHORDSHIPTHAMTER 277/ w7 pdf type: application/pd! size: 2067503 s X
create colletion
Upload File

You can change the document name if necessary. (If not set, the
original file name will be used as is.)

6. Click the ‘Upload File’ button. This will register the document. *Note: At
the time of registration, the document will be converted into a vector
format using Embeddings API and registered in that state. The
document itself will not be saved.

@ +

« @ @ chat-Im-cdhdloxpdTuqc azurewebsites.net,

Document Management

+ Croate New Chat
WE| Add Documents i) Add Ul

sample-dialog

B [LMF] CHORDSHIPCSBTTEE. 177w 2R pdf (]
simple chat
session
=
B2 Document Management
© okamoto-daisuke (23
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7. You can register multiple files at once during the file upload process.

Please select multiple files in the uploader.
€ Open

3 > ThisPC » Documents

i
‘

Organize ¥ New folder
v Quick access
L= sample
@ Desktop

(3 sample002
+ Downloads

J Documents
I Pictures

) Music
B Videos
@ OneDrive
@ isPC

3 Network

File name: | “sample002" “sample” DRBL TP

Open | Cancel

8. By checking ‘create collection,’ you can create a collection at the same
time as uploading.

«  Give a name to the collection. (You cannot name individual documents.)

- By checking ‘remove documents after create collection,’ you can create
a collection only (the original files will be deleted after the collection is

created).
Create Document X
You can create documents by uploading files. You can also create a collection by uploading multiple files.
files
4 SelectFile
cted value
S
[£3B95]] CHORDSHIPTHBIMERI_ 127/ w2 B.pdf tyoe: eoplication/pd size: 2067892 ’

model_log.txt type: text/plain size: 23571

create colletion

collection name

remove documents after create collection
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9. This allows you to register multiple documents.
Document Management

=+ Create New Chat
B3 AddDocuments  [E Addurl

sample-dialog
B (£:835]) CHORDSHIPZHBITEN_F7 /v ZR.pdf [ ]

O callections

-

Creating a Document from a URL
You can create a document from the content of a URL by specifying the URL.

1. Click the ‘Add Url’' button.

Document Management

=+ Create New Chat
B3 AddDocuments  [E Addurl

sample-dialog
B (£:835]) CHORDSHIPZHBITEN_F7 /v ZR.pdf [ ]

O callections

-
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2. Specify the URL and, if necessary, give the document a name. (If no
name is specified, the URL will be used as the name.)

Create Document From Url X

You can create collection from URL

url*

https://www.fujitsu.com/jp/services/knowledge-integration/ch...

document name

[ url chatboﬂ ]

3. Click the ‘Create Document’ button to register the document.

@ Chat viith Generative Al x  +
<« C @ chat-llm-cdhdloxpd7uqc.azurewebsites.net/documents

Document Management
+ Create New Chat

ME] Add Documents ME Add url
sample-dialog

W2 [/A3E]] CHORDSHIPTRBTERM_ 7/ w7/ pdf
simple chat

[ collections

session

W& url_chatbot

Creating a Collection from Registered Documents
You can create a collection by selecting registered documents.

1. Check the checkbox of the document(s) you want to include in the
collection from the list of displayed documents, and click the ‘Create

11
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Collection' button.

€« C @ chat-im-cdhdloxpd7uqc.azurewebsites.net E & 2

Document Management

+ Croato New Chat
W& AddDocuments 8 AddUrl [ CreateCollection  [iE] Clear All Checks

sample-dialog

E (72B95]] CHORDSHIPZ BTN _F 7 /v OR.pdf [ ]
simple chat
0 collections [ ]
session
W& url_chatbot [

The registration window will appear. If necessary, give the collection a
name. Click the ‘Create Collection’ button to register the collection.

Create Collection X

You can create collection from selected documents shown below.

CHORDSHIPZ#2TE# B 7./ w & .pdf

atbot

collection name

chatbots

;I'thﬂc;pllexction will be registered.

C @ chatdim-cdhdioxpdTuqcazurewebsites net/d

Document Management

+ Creste New Chat
W& Add Documents W& Add ur

ample-dialog

M2 (AAF5]) CHORDSHIPZSBTEHN_F7 /v o pdf 1
imple chat
3 collections [ ]
ession
url_chatbot i
[ ]
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Document List and Deletion

You can delete registered documents by clicking the trash can icon.
= Document Management

+ Create New Chat
BE] Add Documents BB Addurl
sample-dialog
WE [AFAT]] CHORDSHIPC BT E#_ 77/ v 2B pdf
simple chat

session

You can confirm the documents included in a collection by clicking the link

button on the right of the collection.
collections

+ Groato New Ghat W2 (deleted) [AABSRI] CHORDSHIPZ I &R R,/ v 2 pdf

sample-dialog M (deleted) model_log.xt

simple chat

sssssss

Even if a document is deleted, its content will not be lost from the collection
that includes it. If you delete a document or collection, chats that reference
them will no longer be able to continue the conversation. However, the chat

history can still be viewed.

13
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4. Creating a New Chat
Click on the ‘Create New Chat' button at the top of the sidebar.

1.

2.

CHATS

+ Create New Chat sample

[ o

python_japanese

java
scoutesuite
sample
gpt-4-pure
gpt-4-from-url

chord_extract

MENU

please tell me about python

)  Python is a high-level, interpreted programming language that was first released in 1991, It is widely
used for web development, scientific computing, data analysis, artificial intelligence, and many other
applications. Python is known for its simplicity. readability. and ease of use, which makes it a popular
chaice for beginners and experienced programmers alike. The language has a large and active
community of developers who contribute to its development and share their knowledge through
online resources and forums. Python also has a vast library of modules and packages, which makes it
easy to perform complex tasks without having to write code from scratch. Some popular frameworks
and tools built on Python include Django, Flask, NumPy, Pandas, and TensorFlow.

Type anything.. (send by Shift+Enter)

WE Document Management

0O Alamntns

Set the chat name in the text input area.

Create a new chat X

You can create a new chat by entering the chat name and selecting the document.

chat name

[ input chat name ]

document

Model

GPT-3.5 Turbo -

NOTICE: The answers from this application may not always be entirely accurate about people, places, o facts. m
ciila -~

men

L) ¢
e g
ts di
e wr

mix

content with dynamic components, making it easier to create rich and interactive docum
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3. If you want to have a chat referencing a document, select the relevant
document from the dropdown menu.

Create a new chat X
You can create a new chat by entering the chat name and selecting the document. _nen|
res

e Al
chat name

input chat name
document
[ ] 557}

[22F8]] CHORDSHIPTHBNER_ 77/ w /I pdf

collections L)
e ge

url_chatbot s di
2 Wr

chatbots mix
COoCunm

expernences.
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4. Select the language model to generate the response.

Create a new chat X

You can create a new chat by entering the chat name and selecting the document.

chat name

input chat name

document

Model

[ GPT-3.5 Turbo X 4 ]

GPT-3.5 Turbo ‘

GPT-3.5 Turbo 16k

Titan Text G1 - Express

The grayed-out models cannot be used.

16
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5. Click on the ‘Create’ button. The new chat screen will open.

chatbot_dialog ..oy chauors

ME Document Management

0 st (@ =3

If the chat references a document, the document name will be displayed
below the chat name. If it is a collection, a link button to the collection’s detail

page will be displayed.

5. Chatting
1. Click on the chat tab in the sidebar. This will take you to the chat page.

chatbot_dialog ..o oo

chatbot_dialog

BE Document Management

17
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If there is already a conversation in the chat, the chat history will be
loaded. If not, you can start a new conversation.

To chat with the Al, enter your question or statement in the text input
area at the bottom of the chat page. Click the ‘Send’ button to submit
your input.

 Create New Chat chatbot_dialog

with £ chatbots

This chat responds based on knowledge of the document or callection shown above. If the knowledge is not in the document, it will respond like "I don't know".

sample
python_japanese
java

scoutesuite
sample
gpt-4-pure
gpt-4-from-url
chord_extract

chatbot_dialog

please tell me chatbo]
MENU

B2 Document Management NOTICE: The answers

@ okamoto-daisuke >

18
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The Al's response will be displayed.

CHATS

+ Create New Chat

sample
python_japanese
java

scoutesuite
sample
gpt-4-pure
gpt-4-from-url
chord_extract

chatbot_dialog

MENU
WM& Document Management

O ockamoto-daisuke e

CHATS

=+ Create New Chat

sample
python_japanese
java

scoutesuite
sample
gpt-4-pure
gpt-4-from-url
chord_extract

chatbot_dialog

MENU
B2 Document Management

@ okamoto-daisuke (53

The icons at the bottom
for the following:

chatbot_dialog

chatbot_dialog

This chat responds based on knowle

with CJ chatbots

wledge i not in the document, it will respo

please tell me chatbot

Based on the provided context, a chatbot is a program that can automatically engage in conversation
with users through text or voice input. It can provide automated responses to inquiries and assist
with various tasks. In the context of the conversation, the chatbot is mentioned as a tool for smooth
and comfortable communication with end-users, with the ability to adjust the flow of conversation,
maintain and update FAQ data, and maintain a dictionary to accommodate various expressions.
Additionally. there is an option to integrate the chatbot with a human chat function, allowing
seamless transfer to human operators when the chatbot cannot resolve an issue. The operators can
review the chatbot's conversation logs and utilize their practical knowledge to improve the chatbot's
accuracy.

ication may not

40-2583511, Copy

ight Fujitsu 2023.

You can continue the chat even after the Al's response.

with £ chatbots

ge of the d

please tell me chatbot

Based on the provided context, a chatbot is a program that can automatically engage in
conversation with users through text or voice input. It can provide automated responses to inquiries
and assist with various tasks. In the context of the conversation, the chatbot is mentioned as a tool
for smooth and comfortable communication with end-users, with the ability to adjust the flow of
conversation, maintain and update FAQ data, and maintain a dictionary to accommodate various
expressions. Additionally, there is an option to integrate the chatbot with a human chat function,
allowing seamless transfer to human operators when the chatbot cannot resolve an issue. The
operators can review the chatbot's conversation logs and utilize their practical knowledge to
improve the chatbot's accuracy.

please summarize

The provided context describes the features and functionality of a chatbot called CHORDSHIP,
developed by FUJITSU LIMITED. CHORDSHIP is an Al-powered chatbot designed to enhance
communication with end-users and provide automated responses to inquiries. It offers three key
tuning points for controlling the growth of Al:

1. Talk Script: CHORDSHIP allows adjustment of the conversation flow to ensure smooth and
comfortable interactions with end-users,
2.FAQ Maintenance: The chatbot's leaming data, which includes frequently asked questions

(FAQs). can be continuously improved by adding or modifying information.

ely accurate a

people, places, o facts.

like "I don't know"

o

be entirely accurate about people, places, or facts. m

cument or callection shown abave, IF the knowledge is nat in the dacument, it will respand like "l dan't know"

(=]

left of the conversation window can be used
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Q Based on the provided context, a chatbot is a program that can automatically engage in
conversation with users through text or voice input. It can provide automated responses to inguiries
and assist with various tasks. In the context of the conversation, the chatbot is mentioned as a tool
for smooth and comfortable communication with end-users, with the ability to adjust the flow of
conversation, maintain and update FAQ data, and maintain a dictionary to accommodate various
expressions. Additionally, there is an option to integrate the chatbot with a human chat function,
allowing seamless transfer to human operators when the chatbot cannot resclve an issue. The
operators can review the chatbot's conversation logs and utilize their practical knowledge to
improve the chatbot's accuracy.

The meanings of each icon are as follows:

«  <>icon: Switch between text and markdown display
. Shield icon: call Hallucination Detection Feature

- Document icon: Display the reference location of the registered
document that was used as the basis for the Al's answer

Referenced by Chat Message X

FRTE. ELEOAFTY PRy FH—ERTY. OBV EY FEAIIL YL OES FAQSEICEELEN
=0t RBL. PEOFEF—HYTEREVEY MEEERLET. b3 FUATTHERE v b3 HBRHIC. b—oF
UATHEDAHRITOCEHRIRTY, AFTU—BR. BEMXOAN. BEEROTRE. E""‘ei"] MR THENICELVEIEASELE
T I—HF—HR— MR EOLDICEM - BatTERVD ST SRAVEECRIICHE LT, BRXOANRRTREZRRIT S
ST el « A7 TVADE<KESNTVEFAQR S F LI TERSES f‘biaﬁw;\mﬁéﬁm ENHBOFT. QALFTI AL
=2 DUT L OEEER S ZFA I E RS FOY T TRCEWT. /T332 TEAEIC b= F UARERT
SFEY. SHEBRORIEER TTral T &Eror TRRAS T UARBENTRHTY . FRENS ERLLFEET 90 SANFS28BERLE
I (FETeNIscLETEEY) . AITERL

M2 [2BE]] CHORDSHIPZRTTEN_FT ) w8 pdf

EATIRETY., mANL—H—(F. BISRSECFry MRy hEOHBEOITERRL. AL—XTHETERTY. s AF Ty FOER
HMESEL. Fry by MNERI3CLTEEREZALSEEY. Fry FTOMEE 1—F - BBEE (Mat. FHIFEA) AF
vy bRy b Fry bRy b (B8ES)  (B3ES) 0 A4 FERECEREAFry b EAFry b IRL—5—)  (ARL—
5-) (A EBHAAL—S—EE (BHNIE. SREER) ERRE - BRIy IA- AR AAL— S IRHBLUERICTE
JiicH E.b < (FEHBPOY—ERECHELTSNET. 16 Copyright 2017-2021 FUNITSU LIMITED A 73, = 448 SNSES m T F1—
H-OABAEFRVLUNEZFIRF v RILE U TRDRAT T ETABRT /RSN FETEET. Sz, [RIZEER] CEDEER
|ENMT - BALLD. Fry bOJOMN SEAOREERELZFTO-FERHNT BT LA TSEY, BIRERT ERLER IR
#0HZTTUT HEEORES/PREEER I P11 BEERO NE - FR 8T - NELEE - BEEEUNEFrv bE

EREMREDAIT D AE

S
ME [£:B89]] CHORDSHIPCHETER_F7 ./ w7 pdf
D Copyright 2017-2021 FUIITSU LIMITED -f >4 —2 = —2 For Company 3 20F 21— =M > M T AIDRSEEREEC > O~

JLCompany 1. F—UROUT I F1-HEQEEFAL-ATREZEDIC @53: DEEORNEZRETEET. 2. FAQLLT
FTLAFrY MRy FOFEF Y THBFAQE Bl - BEFTETET. SALABLTECENTEET. 3. BEALFTIRATLR
I-HOSEOESTEMNL. $42 SVEUICHETEBEL3ICLET. 14 Copyright 2017-2021 FUNITSU LIMITED Copyright 2017-
2021 FUNTSU LIMITED 0374/ <3 488 15 15 Copyright 2017-2021 FUJITSU LIMITED Copyright 2017-2021 FUJITSU LIMITED A 25
LEEEBATF vy MNESEE w Fry MRy FETFTERTZRLEEE. BAANL -SSR ITEHTIETT. mANL—
13, BlEEHCFry MRy FeORBEOTEERL. RA—X(CHEAETY. mHAFry bORBHEEEL. Frv iy
FBRYTBCETESEEM LA EET.

W2 [£37]] CHORDSHIPTZHBITERN_ 7./ w IR pdf

BAMEENTVET. ARy bbot] Frw bR b [chatbot] TOMw ) OB, AN IS E1—4d—2ANTLzIEEE BEHHCHET
FTETOTS A, 52 EE Frw b chat]l AAALEFTFR MRBEICHLT. A’%EE%HB’] [CIAa7093 A -

. . 2 Copyright 2017-2021 FUJITSU LIMITED CHORDSHIPDEE 1477 bz A —0E %:Eﬁf\emjn’?x@ﬂw*j tx}
RILDS S TS BT F1—U—h SOMSHC HL. Y EAPHR RS 5L EMOREEEEHEL D05 0. I
SRER FICETEREFASROSNTLEY . End-User 1 — Hf — M 1t Company & £ &
ADZDANDEEY - ERHBEACHESEHIZA 0BT - EAFr RLDERLEANAL -5 — @%2“115

AR RBRREMACASOERLERC I INESCCHB T3 AHOERERLT 2

. Trash button: Delete the last conversation

7. If you want to delete the chat itself, you can do so by clicking the trash
button next to the chat title.

20
© 2023 Fuijitsu Limited



CHATS

+ Create New Chat ChatbOt_dialog with CJ chatbots

‘This chat respands based on knowledge of the document or collection shown above. If the knowledge is not in the docume

delete this chat (this can't be undone)

sample

. please tell me chatbot (2]
python_japanese

java

8. You can change chat settings from the gear icon ‘chat setting'.

test o

NOTICE: The answers from this application may not always be entirely accurate abaut people, places, or facts. m
8.1. Tokens Budget
You can adjust the tokens used by the Al model.

21
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test setting

Tokens Budget

‘fou can allocate the token budget to chat history, documents (if any), and tokens that the Al will generate, all within the maximum

limits of the model. The remainder can be used for your own statements.
hsioy: 3000
O m—

models token limit: 4000

history tokens

3000

documents tokens

answer tokens

800

Ba(k

The following items can be set.

«  history tokens: Maximum token used to reference conversation history
in chat

- documents tokens: Maximum token used to refernce documents

« answer tokens: Maximum token used to generate answer

Both of them limit the maximum number of tokens that can be used. For
example, even if you set 1000 for the answer tokens, it does not guarantee an
output of 1000 tokens.

6. Hallucination Detection Feature

The hallucination detection feature can detect Hallucinations (plausible lies
not based on data) in sentences answered by the Conversational Generative
Al

«  If hallucinations are detected, the feature calculates an indicator called
the hallucination score based on the intensity or amount of
hallucinations.

«  The closer the hallucination score is to 100, the more likely it is that the
answers contain lies. (Although the hallucination detection function
itself may be inadequate or inaccurate).

«  Please use this feature to determine whether or not to confirm facts
using reliable information sources.

22
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How to use

1. Open the dialog

When you press the button with the shield icon at the bottom of the answer
frame you want to detect, the dialog for detecting the hallucination opens.

What does the Fujitsu logo lock like? Tell me in three lines. 9

ﬂ The current Fujitsu logo is a combination of the infinity symbol "oo” and the word "FUJITSU". It was
introduced on August 21, 1989. The logo used to have multiple designs, including a logo for ICL
and a company emblem that was used until 1978.

]

(* “including a logo for ICL" in the above answer is a hallucination.)

2. Select a function

Select one of the three hallucination detection functions on the Hallucination
tab (cf. within the red frame in the following figure).

. Each hallucination detection function has different granularity, method,
and use cases.

“Majority vote for entire answer” function:

+  Granularity/Method) This function attempts to detect hallucinations
from the entire answer passage based on a majority vote, and displays
the hallucination score and the majority vote result.

- The more unrelated or contradictory the answer passage is to the
majority opinions, the higher the hallucination score.

- If it detects hallucinations, it displays the new answer passage
with the hallucinations removed or mitigated.

«  Use cases) While this function is the fastest, the coarse granularity, so it
is suitable for situations where you want to...

- "quickly check for severe hallucinations”
- “find hallucinations across multiple sentences”

“Majority vote for key phrases in answer"” function:

«  Granularity/Method) This function attempts to detect hallucinations
from key phrases in each sentence of the answer based on majority

23
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votes, and displays the hallucination score and the majority vote results
for each sentence.

- The more unrelated or contradictory the answer sentence is to
the majority opinions, the higher the hallucination score.

- If it detects hallucinations, it displays each new answer sentence
with the hallucinations removed or mitigated.

- The tab shows the overall average of each hallucination score.

Use cases) While this function is the slowest, the fine granularity, so it is
suitable for situations where you want to...

“check each sentence for narrow hallucinations”

- “find hallucinations in key phrases such as person’s names and
eras”

“Check answer/docs correspondences” function:

This function is only available in chats that refer to documents.
Granularity/Method) This function matches the correspondences
between the answer and the documents on a sentence-by-sentence
basis, and displays the hallucination score and the existence of
correspondence for each sentence.

- The more unrelated or contradictory the answer sentence is to

the document, the higher the hallucination score.

- However, removal or mitigation of hallucinations is not

implemented.

- The tab shows the overall average of each hallucination score.
Use cases) Because this function directly compares with the documents,
it is suitable for situations where you want to...

- “check if there are any answer sentences that are not mentioned

in any of the documents”

- “find sentences in the documents that correspond to the answer

sentences”
@ Hallucination Checking based on Al Robustness Evaluation X
Majority vote for entire Majority vote for key Check answer/docs
answer =™ | phrases in answer T  correspondences -

Check is not dene. Please try to push "Check” button below.

Use regenerated answers as references a Check

24

© 2023 Fuijitsu Limited



3. Select an option

Select one of the hallucination detection options from the select box at the
bottom of the dialog (cf. within the red frame in the following figure).

- This option sets the type of references to compare with the answer for
hallucination detection.

“Use regenerated answers as references” option:

« A detector uses the another answers obtained by asking the same
question to the Conversational Al again as the references for
comparison.

«  This option is only available when using the “Majority vote on entire
answer” function.

“Use document chunks as references” option:

«  Adetector uses the document chunks that the Conversational Al
referred to during the chat as references for comparison.
«  This option is only available in chats that refer to documents when using

the “Majority vote focusing on key phrases” or “Check answer/docs
correspondences” functions.

“No references” option:

« A detector does not use any references, but only it compares only with
the knowledge held by the Conversational Al.

«  This option is only available when using the “Majority vote focusing on
key phrases” feature.

@ Hallucination Checking based on Al Robustness Evaluation X
Majority vote for entire Majority vote for key Check answer/docs
answer == | phrases in answer T  correspondences -

Check is not done. Please try to push "Check” button below.

Use regenerated answers as references o a_ Check

4. Start checking

When the Check button is pressed, the selected hallucination detection
function is executed, and the hallucination detection result is displayed after
several tens of seconds (cf. within the red frame in the following figure).
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«  However, the specific processing time varies depending on the selected
function and the length of the answer.

. If the previous hallucination detection result is to be overwritten,
Recheck button will appear instead.

@ Hallucination Checking based on Al Robustness Evaluation @ X
Majority vote for entire Majority vote for key Check answer/docs
answer == | phrases in answer T 7  correspondences -

Check is not done. Please try to push "Check” button below.

Use regenerated answers as references 2 “- Check

How to read detection results
Hallucination Score

The number displayed on the tab and chips at the beginning of each sentence
are the hallucination scores assigned to the entire answer passage and each
sentence.

«  Taking a value from 0 to 100, a value closer to 100 indicates a greater
intensity or amount of hallucinations in the answer.

«  The color of the tab and chips changes according to the hallucination
scores. Blue corresponds to 0, gray to 50, and red to 100.

. However, for answers that cannot be detected for hallucinations, such
as greetings and apologies, the hallucination score remains “--" and the
tab and chips are displayed in black.

“Majority vote on entire answer” function

EXPLANATION is the reason for calculating the hallucination score. The result
of the majority vote is displayed as the calculation reason.

MITIGATED ANSWER is the new answer passage after the hallucinations has
been removed or mitigated.

- Basically, it is corrected to the opinion agreed upon by the majority.

« Itis not inquired from an external database or the internet, so there is
no guarantee that the corrected answer is a fact generally accepted.

CHECKED ANSWER is the answer passage that was the target of the
hallucination detection. It is a reprint of the answer displayed on the chat
screen.
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« If the display area is folded, please press the v button at the end.

REFERENCE PASSAGES are other answer passages referred to when making
a majority vote. The results of asking the Conversational Al to re-answer in the
same context three times are displayed.

«  If the display area is folded, please press the Vv button at the end.

@ Hallucination Checking based on Al Robustness Evaluation @ x

Majority vote for entire Majority vote for key Check answer/docs
answer 50 phrases in answer 28 correspondences 66

EXPLANATION @

*  Answer claims that the current Fujitsu logo is a combination of the infinity symbol "oo” and the word "FUJITSU". It was introduced on August 21, 1989. The
loge used to have multiple designs, including a logo for ICL and a company emblem that was used until 1978.

The claim about the current Fujitsu logo featuring the infinity symbol "eo" and the word "FUJITSU" is supported by all three opinions.

The claim about the logo being introduced on August 21, 1989 is supported by two out of three opinions.

The claim about the logo used to have multiple designs is supported by tweo out of three opinions.

The claim about the logo including a logo for ICL and a company emblem used until 1978 is not supported by any of the opinions.

The claims about the current Fujitsu logo and its introduction date are supported, but the claim about the logo having multiple designs and including a
lego for ICL and a company emblem used until 1978 is not supported. Therefore, the Hallucination Score is medium.

MITIGATED ANSWER @ ~
* The current Fujitsu logo is a combination of the infinity symbaol "o and the word "FUJITSU". It was introduced on August 21, 1985,
CHECKED ANSWER @ A

* The current Fujitsu logo is a combination of the infinity symbel "eo" and the word "FUJITSU". It was introduced on August 21, 1989. The logo used to have
multiple designs, including a logo for ICL and a company emblem that was used until 1978,

REFERENCE PASSAGES @ A

* The current Fujitsu logo features the infinity symbol "oo" with the word "FUNITSU" written next to it. It was introduced in 1989 and replaced previous logos,
including a previous emblem that featured the letters "f* and “s" inside a circle.

* The current Fujitsu logo features the infinity symbaol "eo" with the word "FUJITSU" written beside it. The loge was introduced on August 21, 1989, and has a

aimnla and mndarn dacinn Tha nrevinne lnanc inclidad a comnany emhblam ncad antil 1978 that comhinad tha lettars "f* and "<" incida a rircla cimilar 0

-
Use regenerated answers as references + Q Recheck

“Majority vote focusing on key phrases” function

SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE is the
hallucination score and calculation reason for each sentence.

«  The result of the majority vote for each key phrase is displayed as the
calculation reason.

« If hallucinations are detected, each new sentence with the
hallucinations removed or mitigated is displayed under “Hallucination
mitigation”.

27
© 2023 Fujitsu Limited



- Basically, it is corrected to the opinion agreed upon by the
majority.

- Itis notinquired from an external database or the internet, so
there is no guarantee that the corrected answer is a fact
generally accepted.

REFERENCE PASSAGES are document chunks that are referenced when a
majority vote is taken on key phrases.

- Itis only displayed if the option “Use document chunks as references” is
selected.
- If the display area is folded, please press the v button at the end.
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@ Hallucination Checking based on Al Robustness Evaluation @ X

| |
Majority vote for entire 50 Majority vote for key 28 Check answer/docs 66

phrases in answer correspondences

SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE @

o The current Fujitsu logo is a combination of the infinity symbol "=" and the word "FUJITSU".

*  Answer claims that the current Fujitsu logo is a combination of the infinity symbol “co” and the word "FUJITSU".

* All the other opinions state that the current Fujitsu logo is a combination of the infinity symbol and the word "FUJITSU". Therefore, "Other Opinions™
fully supports the atomic claims in "Answer”.,

*  The claims in "Answer" are fully supported by "Other Opinions®, so the Hallucination Score is low.

[Hallucination mitigation]
* The current Fujitsu logo is a combination of the infinity symbol "ee” and the word "FUJITSU".

@ It was introduced on August 21, 1989.

* Answer claims that it was introduced on "August 21, 1989".

* The claim "August 21, 1989" in Answer is supported by the majority opinion "August 21, 1989" in Other Opinions.

* The claim "August” in Answer is supported by the majority opinion "August” in Other Opinions.

*  The claim "21st" in Answer is not supported by any opinion in Other Opinions.

*  The claim "August 21, 1989" in Answer is supported by the majority opinion, but the claim "21st" is not supported. Therefore, the Hallucination Score is
somewhat low.

[Hallucination mitigation]
* |t was introduced on August 21, 1989.

@ The logo used to have multiple designs, including a logo for ICL and a company emblem that was used until 1978.

* Answer claims that the logo used to have "multiple designs”.

* Answer claims that one of the designs was a "logo for ICL".

*  Answer claims that another design was a "company emblem”.

*  Answer claims that these designs were used until "1978".

* The claim that the logo used to have "multiple designs” is supported by the majority opinion "the logo used to have 'various designs™.

* The claim that one of the designs was a "logo for ICL" is not directly supported by any of the other opinions.

*  The claim that another design was a "company emblem” is supported by the majority opinion "the logo used to have ‘emblem™.
* The claim that these designs were used until "1978" is not directly supported by any of the other opinions.

* The claim that the logo used to have "multiple designs” is somewhat supported by the majority opinion.

* The claim that one of the designs was a "lego for ICL" is not supported by any of the other opinions.

* The claim that another design was a "company emblem” is somewhat supported by the majority opinion.

* The claim that these designs were used until "1578" is not supported by any of the other opinions.

* QOverall, the Hallucination Score is somewhat high due to the lack of support for some of the claims.

[Hallucination mitigation]
* The loge used to have various designs, including an emblem and a logo that was used until 1989,

REFERENCE PASSAGES @ A

v RITL. 1967TECESE 1978EF TERSNTUVWEHER. Bt otELEREARCOORITIIFTILI7Ay ot & wl8aabiEies
T#&S [A] [B] 19894 8F21H(COTN —V2REEODN TVSEBADY 2 [ o] ZFE UL FUITSU(CES [10] 1972\ SERZHTLE [C D]

CIC rAl rAaraka ke T 1 F 1 mERThT AT MR A LERE | = #AAEEn SEEal Zadheaestnldn - imils . 7 =0 =SB L iz =

Use document chunks as references

(* Answers were given in English with reference to Japanese documents.)
“Check answer/docs correspondences” function

SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE is the
hallucination score and calculation reason for each sentence.
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«  The sentence in the document that had a correspondence with the
answer sentence and its relationship are displayed as the calculation
reason.

REFERENCE PASSAGES are document chunks referred to when checking the
correspondence.

- If the display area is folded, please press the v button at the end.

@ Hallucination Checking based on Al Robustness Evaluation & X

Majority vote for entire 5 0 Majority vote for key 28 Check answer/docs 66
correspondences

answer phrases in answer
SCORE AND EXPLANATION FOR EACH CHECKED SENTENCE &

o The current Fujitsu logo is a combination of the infinity symbol "=" and the word "FUJITSU".

HBABI98EsA21BICOT~Y—
ICL[14]FACOM M 3 —X] MEEINT. ¥ 3
* The Reference mentions the change in the logo to the current one with the infinity symbol "co" and the word "FUJITSU" on August 21, 1989,

@ It was introduced on August 21, 1989.
* Not found any corresponding references.
@ The logo used to have multiple designs, including a logo for ICL and a company emblem that was used until 1978.

* Not found any corresponding references.

REFERENCE PASSAGES @ A

[E] ICL [14] FACOM M 31— ] MEENT. RIEDFE
Z &EIrEa—S. YIhUIF. EFF/IAE

.
Use document chunks as references © o Recheck

(* Answers were given in English with reference to Japanese documents.)

7.Phishing URL Detection Feature

The phishing URL detection feature determines whether the URL in the
interaction text with the interactive Al is the URL of a site created by a
malicious attacker to steal information (phishing URL) and presents it. If a
phishing URLs are detected, exclamation marks (!) are displayed and the URL
cannot be clicked. You can use interactive Al with highly confidence.

How to use

Basic Feature

1. This feature basically works automatically. When URLs appear during an
interaction, it determines whether each URL is a phishing URL.
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Teach me the tourist attractions in America with their URLs 9

g Sure! There are numerous tourist attractions in America that you might find interesting. Here are a
few popular ones with their URLs:

1. Grand Canyon National Park. Arizona: This iconic natural wonder offers breathtaking views.
You can find more information at https//www.nps.gov/arca/indexhtm
2. Statue of Liberty, New York: Located on beerty Isiand, thrs iconic statue symbolizes freedom
and welcomes visitors from around the world. More information can be found at
tips//www.nps.gov/st - Yoo
3. Golden Gate Bridge, San Francisco, California: One of the most recognizable bridges in the
world, it offers stunning views of the city and the bay. Learn more at

teo S
4. Walt Drsney World Resort, Florida: A magncal destination with muitiple theme parks, including
the Magic Kingdom and Epcot. Visit ! Jisneyw sney.go com/ s for more details.

5. Smithsonian Institution. Washington, DC A collection of museums and research centers,
including the National Air and Space Museum and the National Museum of Natural History.
Explore the offerings at | www.siedu/ .

6. Yellowstone National Park, Wyommg Known for its geothermal features, waldiife. and stunning
landscapes. Check out i NWW ell/indexhtm _ for more information.

7. Hollywood Walk of Fame Los Angeles, Calufomza A famous sidewalk with stars dedicated to
notable figures in the entertainment industry. Learn more at | www.walkoffamecom/

These are just a few examples, and there are many more incredible tourist attractions across America.

2. If the URL is not dangerous, it will be displayed as a link.

1. Grand Canyon National Park, Arizona: This iconic natural wonder offers breathtaking views.
You can find more information at https://www.nps.gov/grca/index.htm .

2. Statue of Liberty, New York: Located on Liberty Island, this iconic statue symbolizes freedom
and welcomes visitors from around the world. More information can be found at
https://www.nps.gov/stli/index.ntm ,

3. If the URL have high possibility to phishing URL, an exclamation mark
will appear next to the URL and you will not be able to click on it.

https:/fwww.eki-net.faegardens.com A

Correction function for URL judgment result

If the security of a URL that judged as a phishing URL is confirmed, you can
correct the judgment result. 1. Click the mark “chat setting” in the upper right
corner of the window.

31
© 2023 Fuijitsu Limited



test chat

sng GPT-3.5 Turbo 16k

Teach me famous university with their urks 9

Q Sure! Here are some famous universities along with their URLs:

1. Harvard University - www.harvard.edu
2. Massachusetts Institute of Technology (MIT) - www.mitedu
3. Stanford University - www.stanford.edu

2. Inthe “checked URLs" section, select the URL whose safety has been
verified from UNSAFE URLS.

checked URLs

If you confirm the safety of the URLs, you can correct the judgment result moving these URLs to SAFE URLS box. This Safety list is valid
for this chat only.

SAFE URLS
https://www.mit.edu/
https://www.harvard.edu/

https://www.stanford.edu/

UNSAFE URLS

https://www.test.abc.def.ghi.com

3. Move it to “SAFE URLS" with the UP button.
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checked URLs
If you confirm the safety of the URLs, you can carrect the judgment result moving these URLs to SAFE URLS box. This Safety list is valid

for this chat only.
~
SAFE URLS

https://www.harvard.edu/
https://www.stanford.edu/

https://www.test.abc.def.ghi.com
v

UNSAFE URLS

4. When you click the “"Update” button, the URL is registered as a secure
URL and can be clicked.

Turn Phishing URL Detection ON or OFF

You can turn phishing URL detection ON and OFF in chat setting. Click the
toggle button in the “enable phishing URL check” section to switch.

. ON state

enable phishing URL check
You can change the state of the Phishing URL feature enable or disable.

. OFF state

enable phishing URL check
You can change the state of the Phishing URL feature enable or disable.

8. Troubleshooting and FAQ

If you encounter any problems that you cannot solve, please contact our
support team.
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9. Exiting the Application

When you are finished using the application, you can exit by closing the web
browser or the tab running the application.
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