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Revision History FUjiTSU

Version _ Reason for change

1.0 August 31, 2023 First version
1.1 September 7, 2023 English edits
1.2 November 10, 2023  The use of underscores(_) has been prohibited for Agent IDs.

1.3 March 22, 2024 Revise the technology name from “Data e-TRUST” to “Fujitsu Data e-TRUST”
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Introduction FUﬁTSU

® This document explains how to edit account information for
Fujitsu Data e-TRUST.

e By following these steps, users will be able to set the attributes used for
Fujitsu Data e-TRUST (ID and role) for the API access token.

e For details about the attributes used for Fujitsu Data e-TRUST, please
refer to the text below.

® "2.2 On Roles in Fujitsu Data e-TRUST" in the Fujitsu Data e-TRUST Features
Manual

Notes
The contents of this manual may differ from the latest version.
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Editing Fujitsu Data e-TRUST Account Information

P
FUJITSU

1/4

FujiTsu

® On the Fujitsu Data e-TRUST
"Details" page, click the "Fujitsu
Data e-TRUST attributes"” button to
go to the "Authentication" page.
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® Sign in from the "Authentication”
page

FUjiTSU e After signing in you will be redirected
to the "Edit Profile" page

Fujitsu Research Portal

username/email address

Password
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{ Cancel

2
FUJITSU

Edit Profile

User Role for Fujitsu Data e-TRUST*

‘ user

‘ User ID

Agentl Role for Fujitsu Data e-TRUST

admin

user
tseal admin

tseal agent

< JHININ

tseal user

sandbaox001

e On the "Edit Profile" page, enter the following settings
e User Role for Fujitsu Data e-TRUST
e Both "User Role" and "User ID" are required fields
e The User ID default value is the account's Object ID

® The User ID should be within 100 characters and can include
letters, numbers, underscores (_), hyphens (-), @, and
periods (.). Text strings starting with _system_ or _trust_
are not allowed.

e Agentl Role for Fujitsu Data e-TRUST

e Select the appropriate role from admin/user/
tseal admin/tseal agent/tseal user

e Set roles for Agent 1 to Agent 10 in the same way
e The default values for Agentl - Agent4 are as follows:

® Role: admin and tseal user
e ID: sandbox001 - sandbox004

e The ID should be within 50 characters and can include
letters, numbers and hyphens (-). Character strings contain
underscore (_) are not allowed.

e When the settings are complete, click the "Continue" button at
the bottom of the page.

e The edit process is now complete
e The edit screen will close automatically
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e After entering the settings, you can

Enter token below (it never leaves your browsen):

.
ey JhbGei i JSUz TN TsTut pZCIG Inxa TQZdjNLUERYUTZE KBS a0 M MISxNnNZLTRIVIFOTITRD I LNIBr ZUDILCIOeXAi 01 JKY10i FO. ey JEZXTI0i IxLiAILC) ISSue an ‘ \PI aCCeSS token to CheCk

pcIMiOiJodHRwezovl3d IV NeZnF 1dGeuidjbGInal4uy 28t LzBiMnY 1Y WEZLTEOM) MANDN i OCOSOTRLTBKMGY 4YTHxMzhnZ i92Mi duly IsInNIYi 1B jcyOThaN

TUxLTQzYn¥tNGATYi ThZDZkLMJKYiEZNZIvMTRIMCIsInF1ZCIBImQzNTYulj OSLTdhIYULND 5N i ThNzBiLTcOYJE2ZTRBIMicz0CTsInY4cCIGMTY 40DAZM=MxMSw -

ibn3uY2Ui0i JkIVZhdWx0TnIu¥2UiLCIpYKQI0JE20DcEN2Y SMTES InF 1dGhfdGItZSTBMTV4Nzk 3N kxMSwibZ [kIioiNzIS0GY TNTELNDNIZi00ZDViLYFkNnQLY Whether the FuJ ItSu Data e_TRU ST
RIMTYIM ) TxNGIwliwiZXh0ZIW52zalBuX3VaIiJfalQinidzY¥ENhaZ [ 5d¥tpMDEILC | eHR IbnNpb25f dXN el 9ybZul[ioidu¥yalIpZ 1 iLCJIeHRIbnNpb25f Fiid

TbnOuk2 IkIioiinVaakRzdSIsInV4dGYuc? | vh I GhZ2VudDFfendsZSIBInYzZXTiLCI0aNAi 0iTuYiJIYnFhMy0xNDIzLTOzY gt OTkOYyOwZDBnOGEzMTH4ZnY iL - - - -

CJOZnAi 01 JCHRNFMUFFUZ Inbk [uX1¥2ZXJu¥ W1 I Tini YHRF aGF2aCIB 1kt 3bFBDaIR3YRNDX 2N cnl) NHLDMAC ILJuY uY 1 0FEZODCENZYENTFS. ABPEI TF BN _y attrl b utes a re I n CI u d ed I n It

T02YHErYkCy K rTBCk 4w | ¥ 1h31 KBTVIf 2GR _KH_-UF 4 eXBKBSO0khZZnLEvUIVZE JSPACKe vGBrYZt Budf 2URa2oKkTU3zaBBDde0 |nbnhzW VHYP 1 iASan1-HOnuDz

CARDHBOACU2BheY 34H2t s DHNY rocf AbyChB-pAcTJHadeD WP rPyBTLIKNCF HrPe_He@nZVXobuaVUOGErUYurOBHNr50CI ullTaf oF AFTRKNGCY | «ZVRUC2KRy 1LT

QUILwY e0E | 40 lA] uaBka1 fEYRCSZadxKKEUKYLY Y OHTNDennd S 346) | vBIHYR x| kfHp_SBGz

This token was issued using an custom policy by

Decoded Token Claims
{

“REZE6”,
iNdBy3nPDYOBAap [kN-1naBsv-4e¥ 1thbulGnTokel”,
T

Identity Experience Framework.

07,
tips://wehdpfauth.bZelogin.con/ObZehaad-1423-43b0-094c-0d0FBa3138FF /v2.0/7,
208551-43bF - 4dGh-adBd-hdb 1672214007,
466f248-Tage-4896-aT0c-78h16a0c2738",
© 1688083311,

© “defaultNonce”,
“iat”: 1687976811,
“auth_time”: 1687976811,
“oid”: "7298F551-43bf-4d5b-adbd-bdh 1672214607,

TR LEnSTonUSEroq T Tsasak yukill ,

verifier”,
fuiitsu”,

"extension_user_role
"extension_agent|_id
“extension_agentl _role”:
hZebaad-1423-43b8-004c-040fBa3138FF7,
2C_1h_SienIn_Usernane”,
“hw PCITw¥sC_3crncdxdln”,

© 1687976911
1. [Sienature]
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Thank you
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